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An epidemic …

Total number of individual records Total number of individual records 
exposed since Jan. 2005:exposed since Jan. 2005:

100,152,801

Privacy Rights Clearinghouse, http://www.privacyrights.org/ar/ChronDataBreaches.htm



“In a recent survey, 81% of U.S. firms 
acknowledged losing laptops with 
sensitive data in the past year.
It is essential that we keep KUMC in 
the other 19%.”

Barbara Atkinson, Executive Vice Chancellor 
University of Kansas Medical Center

Shelley Gebar, Chief Operating Officer
Kansas University Physicians, Inc.



Operational Protocols on Handling 
Sensitive Data at KUMC

Sensitive Information in Electronic and Paper-based 
Formats

Companion Document:  “What is Sensitive 
Information?”

Mobile Device Security

Computer Equipment Disposal



Step 1:  
Keep Your Eye on It



Step 2:  Use Passwords



Step 3:  Give it a Flu Shot (Antivirus)



Step 4:  Encryption



Step 5:  Be Careful with Wireless



Resources for Mobile Devices

New Mobile Device Security Center
(www2.kumc.edu/security)(www2.kumc.edu/security)

Practical information on passwords, updating, etc.Practical information on passwords, updating, etc.
Pamphlet:  Tips for Securing Your PDA       Pamphlet:  Tips for Securing Your PDA       (same location)(same location)

To report a device lost or stolen, call:To report a device lost or stolen, call:

Information Security HotlineInformation Security Hotline Campus PoliceCampus Police
(913) 588(913) 588--33333333 (913) 588(913) 588--50305030


